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COVID-19 scams on the rise, increased risk to remote users 
 

COVID-19-related email scams continue to be on the rise. As more people are working from home to help 
prevent the spread of the coronavirus, hackers are targeting the increased number of devices in use.  

If you are working from home, it's important that you remain vigilant to protect Baptist Health and yourself.  
 
Take time to read messages carefully, and don't rush to respond. If a request seems unusual, call the 
individual to clarify, and validate the requested action. 

Here are some additional teleworking best practices: 

If you use a personal device to access Baptist Health resources: 

 Check and apply updates to your device frequently. 
 Ensure your device has a strong password. 
 Install and enable anti-virus and firewall software. 
 Do not use USB drives or other removable media if you are unsure of their content. 
 Ensure that no protected health information (PHI) or personally identifiable information (PII) is being 

saved directly to your personal computer or device. 
 Take extra precautions when installing software. Be sure to validate the publisher and ensure that the 

download source is secure. 

If you are working in a remote session: 

 Be sure to close/end your session when it is over. 
 Lock the session or your computer when you need to leave it unattended, just as you would in the 

workplace. 
 Close WebEx or any other teleconferencing sessions before viewing any PHI or PII to ensure data is not 

exposed to individuals without a need to know. 

Secure your home network 

Securing your wireless network is a key part of protecting the work you do from home as well as Baptist 
Health. The wireless network (Wi-Fi) enables your devices to connect to the internet and may be controlled 
via router or a wireless access point. 
 
Take the following steps to ensure it's secured: 

 Change the default administrator password: The administrator account is what allows you to configure 
the settings for your wireless network. An attacker can easily discover the default password that the 
manufacturer has provided.  

 Allow only people you trust to connect to your Wi-Fi: Do this by enabling strong security so that only 
people you trust can connect to your wireless network. Strong security will require a password for 
anyone to connect to your wireless network. It will encrypt their activity once they are connected. 

https://nam05.safelinks.protection.outlook.com/?url=http%3A%2F%2Fsystemwide.us.newsweaver.com%2F18bh5pcghp%2Fhnkhaq3enx81j6g74z7g6b%3Femail%3Dtrue%26a%3D6%26p%3D2650780%26t%3D156709&data=02%7C01%7CDebbie.Filer%40BHSI.COM%7C8efe61a6964b4165fd4908d7d24f77fb%7C836c3f23dd3f4e3fbeeb58f628f05474%7C0%7C0%7C637209111067642753&sdata=JVKDdrgaJYUQwy3dmnrVgpT2nhyAUNCON9jiPapFlbI%3D&reserved=0


 Coronavirus Update 

 

 

 Make passwords strong: The passwords people use to connect to your wireless network must be strong 
and different from the administrator password. Remember, you only need to enter the password once 
for each of your devices, as they will store and remember the password. 

If you are unsure how to perform the tasks in the steps noted above, contact your internet service provider 
or check its website, consult the documentation that came with your wireless access point, or refer to the 
vendor’s website. 

If you receive a suspicious message, forward it to Phish@bhsi.com, and then delete it. 

Want to learn more? 
To learn more about IT security updates and ways you can better protect yourself and Baptist Health from 
cyber threats, check out IT Security’s site on BEN here. 
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