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Watch for novel coronavirus scams 

Online scammers have recently been launching novel coronavirus-themed cyber-attacks. Some Baptist Health 
staff members have received phishing emails containing false coronavirus content and malicious links. 

Scammers may also create websites to sell bogus products and may attempt to use text messages and social 
media posts as a ruse to entice you to click on links, open attachments, steal your money, or obtain your 
personal information. 

Other emails and social media posts may be promoting fake awareness and prevention tips and information 
about cases in your neighborhood. They also may be asking you to donate to victims, offer advice on 
unproven treatments, or contain malicious attachments.  

Here are some tips to help you keep the scammers at bay: 

 Don’t click on links in email or social media from sources you don’t know. They could download a virus on 
your computer or device. 

 Watch for emails claiming to be from the Centers for Disease Control and Prevention (CDC), the World 
Health Organization, or other experts saying they have information about the virus. The emails may 
contain links to malware and are frequently targeted to healthcare systems. 

 Malicious campaigns impersonating the Centers for Disease Control and Prevention and the World 
Health Organization have occurred.  If you receive any emails related to the coronavirus that are not 
from Baptist Health, do not open them. Please send them to Phish@bhsi.com and then delete them.  

 Ignore online offers for vaccinations. If you see ads touting prevention, treatment, or cure claims for the 
coronavirus, ask yourself: If there’s been a medical breakthrough, would you be hearing about it for the 
first time through an ad or sales pitch? 

 Do your homework when it comes to donations, whether through charities or crowdfunding sites. Don’t 
let anyone rush you into making a donation. If someone wants donations in cash, by gift card, or by 
wiring money, don’t do it. 

If you received any of these phishing attempts and inadvertently clicked on a link, you can contact Baptist 
Health's service desk at 800.315.3020 for assistance. 
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